
DƻƻŘ ƳƻǊƴƛƴƎ ŜǾŜǊȅƻƴŜΦ aȅ ƴŀƳŜ ƛǎ ¢ȅƭŜǊ {ƘƛŜƭŘǎΤ LΩƳ ŀ {ŜƴƛƻǊ wŜǎŜŀǊŎƘŜǊ ŀǘ ±ŜǊŀŎƻŘŜΦ aȅ Řŀȅ-to-day responsibilities involve 
keeping up with the latest attacks and defenses and determining how Veracode can enhance its product offerings to match 
what we are seeing in the wild. I ƘŀǾŜ ǿƘŀǘ L ǘƘƛƴƪ ƛǎ ŀ ǇǊŜǘǘȅ ƛƴǘŜǊŜǎǘƛƴƎ ǇǊŜǎŜƴǘŀǘƛƻƴ ŦƻǊ ȅƻǳ ǘƻŘŀȅΦ ²ŜΩǊŜ ƎƻƛƴƎ ǘƻ ōŜ ƎƻƛƴƎ 
over social media security basics. What are some of the real, in the wild, attack scenarios. What has been compromised, how 
has it been compromised and how can you keep from being the next target. 
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CƛǊǎǘ ƭŜǘΩǎ ǎǘŀǊǘ ƻŦŦ ǿƛǘƘ ŀ ƭƛǘǘƭŜ ƎŀƳŜΦ ²ƘŜƴ L ǿŀǎ ǇǳǘǘƛƴƎ ǘƘƛǎ ǎƭƛŘŜ ǘƻƎŜǘƘŜǊ L ƪŜǇǘ ǘƘƛƴƪƛƴƎ ƻŦ ǘƘŀǘ ǎƻƴƎ ŦǊƻƳ Seasame {ǘǊŜŜǘΧ 
άhƴŜ ƻŦ ǘƘŜǎŜ ǘƘƛƴƎǎ ƛǎ ƴƻǘ ƭƛƪŜ ǘƘŜ ƻǘƘŜǊΣ ƻƴŜ ƻŦ ǘƘŜǎŜ ǘƘƛƴƎǎ ƛǎ ƴƻǘ ǘƘŜ ǎŀƳŜΦΦέ  Cǳƴƴȅ ŜƴƻǳƎƘΣ ǘƘŜȅ !w9 ŀƭƭ ǘƘŜ ǎŀƳŜΦ 
Facebooks ǘǿƛǘǘŜǊ ŦŜŜŘΣ .ǊƛǘƴŜȅΩǎΣ ¦{! ¢h5!¸Σ ŀƴŘ ŜǾŜƴ ǘƘŜ 5ŀƭŀƛ [ŀƳŀ ƘƛƳǎŜƭŦ ƘŀǾŜ ŀƭƭ ƘŀŘ ǘƘŜ ǎŀƳŜ ƛǎǎǳŜΦ 
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¢ƘŜȅ ƘŀǾŜ ŀƭƭ ōŜŜƴ ƘŀŎƪŜŘΦ ¢ƘŀǘΩǎ ǊƛƎƘǘΦΦ ŜŀŎƘ ƻŦ ǘƘŜ ǇǊŜǾƛƻǳǎ ǎƭƛŘŜǎ ǘǿƛǘǘŜǊ ŀŎŎƻǳƴǘǎ ƘŀǾŜ ŀǘ ǎƻƳŜ Ǉƻƛƴǘ ƛƴ ǘƘŜ Ǉŀǎǘ ōŜŜƴ 
hacked. Once hacked, they were generally used as practical jokes or to distribute spam or malware. I only put a sample set of 
ǘƘŜ ǎŎǊŜŜƴ ǎƘƻǘǎ ƻƴ ƘŜǊŜ ōŜŎŀǳǎŜ L ŎƻǳƭŘƴΩǘ Ŧƛǘ ǘƘŜƳ ŀƭƭ ƛƴΦ ¸ƻǳ Ŏŀƴ ǎǇŜƴŘ ƘƻǳǊǎ ǊŜŀŘƛƴƎ ǘƘŜ Ŧǳƴƴȅ ŎƻƳƳŜƴǘǎ ŀƴŘ ǘǿƛǘǘŜǊ Ǉƻǎǘǎ 
from these hacked accounts with some basic Google searching. However, that all being said.. this is supposed to be an 
ƛƴǎǘǊǳŎǘƛƻƴŀƭ ƭŜŎǘǳǊŜΧ ǎƻ ƭŜǘΩǎ ƳƻǾŜ ƻƴ ŦǊƻƳ ǘƘŜ Ŧǳƴ ŀƴŘ ƎŜǘ ƛƴǘƻ ǎƻƳŜ ǊŜŀƭ ƳŜŀǘΦ 
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Since this Webinar series is a back to security basics series, I chose a blackboard theme and even have a syllabus for us to 
ǊŜǾƛŜǿΦ CƻǊ ǘƻŘŀȅΩǎ ǎȅƭƭŀōǳǎ ǿŜΩǊŜ ƎƻƛƴƎ ǘƻ ŦƛǊǎǘ Ǝƻ ƻǾŜǊ ǎƻƳŜ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ǘŜǊƳǎΦ ²ŜΩƭƭ ǘƻǳŎƘ ƻƴ ŀ ǘǊǳŜ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ǎƻŎƛŀl 
ƳŜŘƛŀ ŀƴŘ ǿƘŀǘ ǘƘŜ ƛƳǇŀŎǘ ƻŦ ǎƻŎƛŀƭ ƳŜŘƛŀ ƛǎ ƻƴ ǘƘŜ ǎŜŎǳǊƛǘȅ ǘƘǊŜŀǘ ƭŀƴŘǎŎŀǇŜΦ bŜȄǘ ǿŜΩƭƭ Ǝƻ ƻǾŜǊ ǘƘŜ Ǌƛǎƪǎ ƻŦ ǎƻŎƛŀƭ ƳŜŘƛŀΦ What 
is there to really be afraid of? What are the risks of compromise and what can be the downside of using (or being abused on) 
ǎƻŎƛŀƭ ƳŜŘƛŀ ǎƛǘŜǎΚ ¢ƘƛǊŘ ǿŜΩƭƭ ƭƻƻƪ ŀǘ ǎƻƳŜ ƻŦ ǘƘŜ ƳƻǊŜ ŎƻƳƳƻƴ ŀǘǘŀŎƪ ǎŎŜƴŀǊƛƻǎ ǘƘŀǘ ƘŀǾŜ ƘŀǇǇŜƴŜŘ ƛƴ ǘƘŜ ǿƛƭŘ ŀƴŘ Ƙƻǿ 
those scenarios effect the targets. What are the motivations of the attacker and what goals is he trying to achieve. Finally ǿŜΩll 
briefly discuss what can be done to help solve the problem. Sadly there are no silver bullets in these slides, but education is a 
first step to hopefully making people aware of the issues involved. 
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CƛǊǎǘ ƭŜǘΩǎ ōŜƎƛƴ ǿƛǘƘ ŀƴ ƻǳǘƭƛƴŜ ƻŦ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎΦ ²Ƙŀǘ ƛǎ ƛǘΣ ǿƘŀǘ ŀǊŜ ǘƘŜ ŀǎǎƻŎƛŀǘŜŘ ǘŜǊƳǎΣ ŀƴŘ ǿƘȅ ƛǎ ƛǘ ŀ ǊŜŀƭ ǇǊƻōƭem that 
needs to be secured? 
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²ƘŜƴ L ǎŀȅ ά{ƻŎƛŀƭ bŜǘǿƻǊƪƛƴƎέΣ ǿƘŀǘ ŀǊŜ ǘƘŜ ŦƛǊǎǘ ŎƻƳǇŀƴƛŜǎ ǘƘŀǘ ŎƻƳŜ ǘƻ ƳƛƴŘΦ bŜŀǊƭȅ ŜǾŜǊȅƻƴŜ ǘƘƛƴƪǎ ƻŦ CŀŎŜōƻƻƪΣ [ƛƴƪŜŘLƴΣ 
¢ǿƛǘǘŜǊΣ ŀƴŘ Ǉƻǎǎƛōƭȅ aȅ{ǇŀŎŜΦ ¢ƘŀǘΩǎ ŀōƻǳǘ ƛǘΦ ¢ƘŜǎŜ ŀǊŜ ǘƘŜ ōƛƎ ƎǳƴǎΦ ¢ƘŜǎŜ ŀǊŜ ǘƘŜ Ǝǳȅǎ ǘƘŀǘ ƘŀǾŜ ǘƘŜ ƘǳƎŜ ǎǳōǎŎǊƛōŜǊ Ŏƻǳƴts. 
¢ƘŜ ƻǿƴŜǊǎ ƻŦ ǘƘŜǎŜ ǎƛǘŜǎ ŀǊŜ ǘƘŜ Ǝǳȅǎ ǘƘŀǘ ƘŀǾŜ ǘƘŜ ǾŜǊȅ ŘƛŦŦƛŎǳƭǘ ŘŜŎƛǎƛƻƴ ǘƻ ƳŀƪŜ άIƻǿ Ƴŀƴȅ ǇǊƛǾŀǘŜ ƧŜǘǎ ǎƘƻǳƭŘ L ōǳȅΚέ 
  
L ǿƻǳƭŘ ŀǊƎǳŜ ǘƘŀǘ ǘƘŜǎŜ ŀǊŜ ƻƴƭȅ ŀ ǎƳŀƭƭ ǎŜƭŜŎǘƛƻƴ ƻŦ άǎƻŎƛŀƭ ƴŜǘǿƻǊƪǎέ ǘƘŀǘ ŜȄƛǎǘ ƛƴ ǊŜŀƭƛǘȅΦ L ǿƻǳƭŘ ŀǊƎǳŜ ǘƘŀǘ ǎƻŎƛŀƭ ƴŜǘworking 
ƛǎ ƳǳŎƘ ƳǳŎƘ ƭŀǊƎŜǊ ǘƘŀƴ Ƨǳǎǘ ŀ ŦŜǿ ǿŜō ǇǊƻǇŜǊǘƛŜǎΦ [ŜǘΩǎ ŜȄǇŀƴŘ ǘƘŜ ǇƛŎǘǳǊŜ ƻǳǘ ŀ ōƛǘ ƳƻǊŜ ŀƴŘ ǎŜŜ ǿƘŀǘ ƛǘ ƭƻƻƪǎ ƭƛƪŜΦΦ 
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{ƻ ǘƘƛǎ ƭƻƻƪǎ ŀ ōƛǘ ōŜǘǘŜǊΦ ²ŜΩǾŜ ŜȄǇŀƴŘŜŘ ƻǳǘ ǘƻ ƛƴŎƭǳŘŜ ǎƛŘŜǎ ǎǳŎƘ ŀǎ ¸ƻǳ¢ǳōŜΣ Blogger.comΣ !ǇǇƭŜΩǎ tƛƴƎΣ FourSquare, Vimeo, 
and even Google. This looks like a much better picture of what the real social networking world entails.  
  
²Ŝƭƭ ŀƎŀƛƴΣ L ǿƻǳƭŘ ŀǊƎǳŜ ǘƘŀǘ ƛǘΩǎ ƳǳŎƘ ƳǳŎƘ ƳƻǊŜ ǘƘŀƴ ǘƘƛǎΦ L ŦƻǳƴŘ ƻƴŜ ǇƘƻǘƻ ƻƴƭƛƴŜ ǘƘŀǘ ǊŜŀƭƭȅ ŘŜǇƛŎǘǎ ǿƘŀǘ L ǘƘƛƴƪ ǘƘŜ 
ǊŜŀƭƛǘȅ ƻŦ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǊŜŀƭƭȅ ƭƻƻƪǎ ƭƛƪŜΧ 
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¢IL{ ǇƛŎǘǳǊŜ ƛǎ ƳǳŎƘ ŎƭƻǎŜǊ ǘƻ Ƴȅ ǾƛŜǿ ƻŦ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎΦ {ƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǊŜŀƭƭȅ ƛǎƴΩǘ ŀōƻǳǘ ǿŜō ǎƛǘŜǎΦ LǘΩǎ ƴƻǘ ŀōƻǳǘ Ƴobile 
ŀǇǇǎΦ {ƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ƛǎ ǊŜŀƭƭȅ ŀ ǇŀǊŀŘƛƎƳ ǎƘƛŦǘΦ  LǘΩǎ ƭŜǎǎ ŀōƻǳǘ ŎǊŜŀǘƛƴƎ ƛƴŘƛǾƛŘǳŀƭ ƛǎƻƭŀǘŜŘ ŀǾŜƴǳŜǎ ŦƻǊ ǇŜƻǇƭŜ ǘƻ ǎƻŎƛŀlize and 
is more about adding a social aspect to every piece of technology and modern innovation that we can.  The first few pieces of 
this puzzle have been the social networking sites themselves and more recently followed by the growing adoption of mobile 
devices.  When we take those two components and place them next to cloud based technologies we get a picture of social 
ƴŜǘǿƻǊƪƛƴƎ ǘƘŀǘ ǊŜŀƭƭȅ ƛǎ ōŜŎƻƳƛƴƎ ǳōƛǉǳƛǘƻǳǎΦ LǘΩǎ ǊŀǇƛŘƭȅ ŀǇǇǊƻŀŎƘƛƴƎ ŀ ǎǘŀǘŜ ǿƘŜǊŜ ǎƻŎƛŀƭ ŎƻƳǇǳǘƛƴƎ ƛǎ ōŜŎƻƳƛƴƎ ŀ ŎƻǊŜ 
component of any successful Internet innovation. 
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LΩƳ ƎǳŜǎǎƛƴƎ ǘƘŜ ƳŀƧƻǊƛǘȅ ƻŦ ǘƘŜ Ŧƻƭƪǎ ƻƴ ǘƘƛǎ Ŏŀƭƭ ǘƻŘŀȅ ŀǊŜ ǎŜŎǳǊƛǘȅ ǇǊŀŎǘƛǘƛƻƴŜǊǎ ƻŦ ƻƴŜ ǘȅǇŜ ƻǊ ŀƴƻǘƘŜǊΦ LΩƳ ǎǳǊŜ ǿŜ ƘŀǾŜ some 
ǎŜŎǳǊƛǘȅ ƳŀƴŀƎŜǊǎΣ ŎƻƴǎǳƭǘŀƴǘǎΣ ǊŜǎŜŀǊŎƘŜǊǎΣ ŀƴŘ ŜǾŜƴ /{h ŀƴŘ /L{h ǘƛǘƭŜ ƘƻƭŘŜǊǎ ƻƴ ǘƘŜ ŎŀƭƭΦ {ƻ ƭŜǘΩǎ ǎƘƛŦǘ ǘƘŜ ŎƻƴǾŜǊǎŀǘƛƻƴ from 
ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ŀǎ ŀ ŎƻƴŎŜǇǘ ǘƻ ǘƘŜ ǎŜŎǳǊƛǘȅ ƛƳǇŀŎǘǎ ƻŦ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎΦ LΩƳ ǎǳǊŜ ȅƻǳ ƘŀǾŜ ƘŜŀǊŘ ǘƘƛǎ ōŜŦƻǊŜΣ ōǳǘ L Ŏƻƴǎƛder it 
so important a paradigm shift that it bears repeating whenever possible. The perimeter is dead. When I say dead, I mean 
ŎƻƳǇƭŜǘŜƭȅ ŘŜŀŘΦ LǘΩǎ ǎƛȄ ŦŜŜǘ ǳƴŘŜǊ ŀƴŘ ǿƻƴΩǘ ōŜ ŎƻƳƛƴƎ ōŀŎƪ ŦƻǊ IŀƭƭƻǿŜŜƴ ƪƛƴŘ ƻŦ ŘŜŀŘΦ 
  
The concept of one external perimeter that we have to secure from a horde of inbound attackers is passé. Thanks to a few 
specific things, the perimeter has shrunk to the point that it sits on each individual device. The specific things that have driven 
this change are mobility, the cloud, and social networking. Mobility has taken our devices and made them smaller, lighter, and 
more nimble. Along with they have become decentralized. Our devices are all now mobile devices, connecting to a WIFI hot 
spot at Starbucks one afternoon, an airport WIFI the following morning, our corporate network each work morning, and our 
home network each night.  
  
bŜȄǘ ǿŜ ŀŘŘ ƛƴ ǘƘŜ ŎƭƻǳŘ ŀƴŘ ǿŜ ǎŜŜ ǘƘŀǘ ǘƘŜ Řŀǘŀ ŘƻŜǎƴΩǘ ŜǾŜƴ ǊŜǎƛŘŜ ƛƴ ƻǳǊ ƴŜǘǿƻǊƪǎ ŀƴȅ ƭƻƴƎŜǊΦ DƻƴŜ ŀǊŜ ǘƘŜ Řŀȅǎ ǿƘŜƴ ƻǳǊ 
personal photos reside on our own servers, going away is the time in which we edit documents and store them locally on our 
ƳŀŎƘƛƴŜ ƘŀǊŘ ŘǊƛǾŜǎΦ  ²ŜΩǊŜ ƳƻǾƛƴƎ ŀƭƭ ǘƘƛǎ Řŀǘŀ ƛƴǘƻ ǘƘŜ ŎƭƻǳŘΦ ²Ŝ ƘŀǾŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎ ǘƘŀǘ ƘƻǎŜ ŀƭƭ ƻŦ ƻǳǊ ǇƘƻǘƻǎ όCƭƛŎƪr), 
we have service providers that hold all of our personal documents (DropBox, our online bank, etc.). From a corporate 
ǎǘŀƴŘǇƻƛƴǘ ǿŜ ŀǊŜ ƳƻǾƛƴƎ ƳƻǊŜ ŀƴŘ ƳƻǊŜ ƻŦ ƻǳǊ ŎƻǊǇƻǊŀǘŜ Řŀǘŀ ƛƴǘƻ ǘƘŜ ŎƭƻǳŘ ƻƴ ŀ Řŀƛƭȅ ōŀǎƛǎΦ LǘΩǎ ƭƻǿŜǊ Ŏƻǎǘ ƻŦ ƻǿƴŜǊǎƘƛǇ ŀƴd 
ƭŜǎǎ ƻǾŜǊƘŜŀŘΧ ƛǘ Ƨǳǎǘ ƳŀƪŜǎ ǎŜƴǎŜΦ Cƛƴŀƭƭȅ ŀŘŘ ǘƻ ǘƘƛǎ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ŀƴŘ ŀƭƭ ƻŦ ƻǳǊ ǇŜǊǎƻƴŀƭ ǘƘƻǳƎƘǘǎΣ ŦŜŜƭƛƴƎǎΣ ƛŘŜŀǎΣ etc are 
all stored externally. 
  
Security has become, and will continue to be data centric. We must now look at the location of our sensitive data, and how we 
Ŏŀƴ ǇǊƻǇŜǊƭȅ ǎŜŎǳǊŜ ǘƘŀǘ Řŀǘŀ ǿƘŜǊŜǾŜǊ ƛǘ Ƴŀȅ ǊŜǎƛŘŜΦ ¢Ƙƛǎ ƛǎ ǘƘŜ ǊŜŀƭƛǘȅ ƻŦ ǘƻŘŀȅΩǎ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘΣ ƘƛƎƘƭȅ ǎƻŎƛŀƭΣ LƴǘŜǊƴŜǘ world. 
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Along with the destruction of the perimeter comes the issue of viral adoption. Adoption of concepts occurs faster than ever 
before thanks to technology and in particular social media sites. Viral adoption is one of the core issues in the socially 
networked world.  Previous to the adoption of social interconnections, proliferation of malware would be relatively rate limited. 
It was only with the advent of contact lists and address books that the majority of really big worms sprang to life. The more 
interconnected we get, the faster the possible viral adoption rates, and the faster propagation of malicious activities may occur. 
Add to this the fact that the malware will likely appear to come from a trusted source, and we really see that the viral nature of 
social media is a perfect breeding ground for a new age of malware. 
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hƴŜ Ŧƛƴŀƭ ǘŜǊƳ LΩŘ ƭƛƪŜ ǘƻ ƛŘŜƴǘƛŦȅ ƛǎ ǘƘŜ ŎƻƴŎŜǇǘ ƻŦ ŀ ƳŜƳŜΦ ! ƳŜƳŜ ƛǎ ōŀǎƛŎŀƭƭȅ ŀƴ ƛŘŜŀΣ ŎƻƴŎŜǇǘΣ ǎȅƳōƻƭΣ ǇƘǊŀǎŜΣ ƻǊ ǎǘƻǊȅ that is 
passed from one person to another. In the world of social media there are tons of memes. There are even web sites dedicated 
to knowing what the meme of the day means and where it came from (see knowyourmeme.com). From a security perspective, 
ƳŜƳŜΩǎ ŀǊŜ ŀ ƎǊŜŀǘ ǿŀȅ ǘƻ ǘǊŀƴǎƳƛǘ ƳŀƭǿŀǊŜΦ LŦ ȅƻǳ Ŏŀƴ ǇŀŎƪŀƎŜ ȅƻǳǊ ƳŀƭǿŀǊŜ ƛƴ ǘƘŜ ƳŜƳŜΣ ǘǊŜƴŘΣ ƻǊ ƻǘƘŜǊǿƛǎŜ Ƙƻǘ ǘƻǇƛŎ ƻŦ 
ǘƘŜ ŘŀȅΣ ȅƻǳ ǿƛƭƭ ƭƛƪŜƭȅ ƘŀǾŜ ŀ ƳǳŎƘ ƘƛƎƘŜǊ ǊŀǘŜ ƻŦ ƛƴŦŜŎǘƛƻƴΦ ²ŜΩƭƭ ǎŜŜ ƳƻǊŜ ŘŜǘŀƛƭǎ ƻƴ ǘƘƛǎ ǿƘŜƴ ǿŜ ƎŜǘ ƛƴǘƻ ǎƻƳŜ ƻŦ ǘƘŜ ƭŀter 
slides. 
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.ŀŎƪ ǘƻ ƻǳǊ ǎȅƭƭŀōǳǎΦ bƻǿ ǘƘŀǘ ǿŜ ŀǊŜ ŀƭƭ ƛƴ ŀƎǊŜŜƳŜƴǘ ǿƛǘƘ ǿƘŀǘ ǘƘŜ ǘŜǊƳǎ ŀǊŜ ŀƴŘ ǿƘŀǘ ǘƘŜȅ ƳŜŀƴΣ ƭŜǘΩǎ ǘǳǊƴ ƻǳǊ ŀǘǘŜƴǘƛƻƴ ǘo 
the risks of social media. Why should we really care at all? Is there really any inherent risk with the adoption of this new 
paradigm? 
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The first and most obvious risk with regards to social media is malware. Malware authors continually embrace the technologies 
that will allow them to propagate their code the most effectively. In the last few years we have seen malware code that uses 
ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǎƛǘŜǎ ŀǎ ŘƛǎǘǊƛōǳǘƛƻƴ ŎŜƴǘŜǊǎΦ ²ŜΩǾŜ ǎŜŜƴ ƳŀƭǿŀǊŜ ǘƘŀǘ ǳǎŜǎ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǎƛǘŜǎ ŀǎ ŀ ƳŜǘƘƻŘ ƻŦ ŜȄŜŎǳǘƛƴg 
ŎƻƳƳŀƴŘ ŎƻƴǘǊƻƭ ǘƻǿŀǊŘǎ ǘƘŜƛǊ ŎƻƳǇǊƻƳƛǎŜŘ ȊƻƳōƛŜ ǎȅǎǘŜƳǎΦ !ƴŘ ǿŜΩǾŜ ŀƭǎƻ ǎŜŜƴ ƳŀƭǿŀǊŜ ŘƛǊŜŎǘƭȅ ŎƻƳǇǊƻƳƛǎƛƴƎ ǘƘŜ 
sensitive data that is saved specifically within social networking systems in an attempt to directly monetize the attacks. This 
begs the question, why is social networking such a good platform for malware distribution. 
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When I began to think about this question.. I started to think about what makes the best malware distribution system? If I were 
writing malware and wanted to attempt to distribute my malware as rapidly and as widely as possible, what exactly would I 
ǿŀƴǘ ƛƴ Ƴȅ ŘƛǎǘǊƛōǳǘƛƻƴ ǎȅǎǘŜƳΦ L ǿƻǳƭŘ ǿŀƴǘ ŀ ǎȅǎǘŜƳ ǘƘŀǘ ǿŀǎ ŘŜŎŜƴǘǊŀƭƛȊŜŘΣ L ŘƻƴΩǘ ǿŀƴǘ ǘƻ ƘŀǾŜ ŀ ŎŜƴǘǊŀƭ ǎȅǎǘŜƳ ǿƘŜǊŜ ƛŦ my 
malware is discovered it can easily be shutdown. I would have to have a distribution system that is as interconnected as 
possible. The more links between social nodes, the faster I can distribute my attack. Mobility would allow me jump network 
gaps and air boundaries that may exist. And finally I would want a distribution system that would get me as close as possible to 
sensitive data that I can hopefully eventually make money off of. Social networks do exactly this. Social networks designs are 
decentralized, highly interconnected, and mobile while allowing super fast content publication and communications. My ideal 
malware distribution system is decentralized, highly interconnected, mobile, and gets me close to sensitive data. This sounds 
like a GREAT fit for an attacker. 
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KoobFace. KoobFace (which is an anagram for FaceBook ŦƻǊ ǘƘƻǎŜ ǘƘŀǘ ŘƛŘƴΩǘ ŎŀǘŎƘ ƛǘύ ƛǎ ŀ ƎǊŜŀǘ ŜȄŀƳǇƭŜ ƻŦ ŀ ǎƻŎƛŀƭ ƳŜŘƛŀ 
worm. KoobFace propagated from target to target by sending FaceBook messages to everyone in your FaceBook friends list. It 
also would periodically put wall posts on your wall so friends of friends that might see your wall also would have the potential 
to be infected. These links that were spammed out would contain information on an update for Adobe Flash in an attempt to 
get the target to patch their system. In reality this would infect their system and cause them to FaceBook spam all of their 
friends. Once infected, a pay per install malware would be installed on the compromised system and the computer would 
operate in a larger botnet. What makes this really interesting is that the attackers and botnet operators are estimated to have 
made over 2 million dollars between June of 2009 and June of 2010 alone. Significant numbers variants have continued to be 
released since then and that monetary estimate is likely low. Social networking malware can be very financially lucrative. 
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How about targeted attacks. What we have discussed so far has really been mass malware, and mass infection style attacks. 
What if someone really wanted to target your company or your person? What would happen if someone decided to attack my 
business brand? With the viral nature of social networking negative messaging travels just as quickly as positive messaging. 
Because of this, it is imperative for businesses to keep a pulse on the social networking world to determine if something that 
could be detrimental to their brand or company exists. Let alone if your official twitter feed or FaceBook page were to be 
hacked. What is your follower count?  
  
Target has 117K followers 
Walmart has 96K followers 
  
LǘΩǎ ƎŜǘǎ ŜǾŜƴ ƳƻǊŜ ŘŀƴƎŜǊƻǳǎ ǿƘŜƴ ǿŜ ǘŀƭƪ ŀōƻǳǘ ǇŜǊǎƻƴŀƭ ōǊŀƴŘΥ 
  
Tiger Woods has 1.3m followers 
Justin Bieber has 13m followers 
Barack Obama has 10m followers 
  
When attacks against social networking sites are successful, brand impact can be huge. Additionally we see the issue of follow 
on social engineering efforts. If a target account is hacked, a smart attacker will be able to leverage this account to facilitate 
hacks against other accounts by abusing trust relationships between these two accounts. If you were to receive a direct 
message tweet from your wife, chances are you would believe the source of the message. I mean after all they have to have a 
password to be able to send a message. 
  
Data disclosure is another major issue. We talked a lot about leveraging the attacks from one account target to the next, but 
ǿƘŀǘ ŀōƻǳǘ ǘƘŜ Řŀǘŀ ȅƻǳ ƘŀǾŜ ǿƛǘƘƛƴ ȅƻǳǊ ŀŎŎƻǳƴǘ ŘƛǊŜŎǘƭȅΦ aƻǎǘ ǇŜƻǇƭŜ ŘƻƴΩǘ ŎƭŜŀƴ ƻǳǘ ǘƘŜƛǊ ŘƛǊŜŎǘ ƳŜǎǎŀƎŜǎ ōƻȄ ƻƴ ǘǿƛǘǘŜǊ ƻr 
the messages folders on FaceBook. Some of that information can be damaging to your organization or your personal brand as 
well. 
  
Finally, an attacker could attempt to leverage the compromise as a pivot point into the rest of your organization as a whole. 
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This slide depicts a perfect example of a targeted attack. A blogger by the name of Rakesh posted this a short while ago about a 
targeted attack that happened to him. Via FaceBook chat he received a message from one of his personal friends, Matt. Matt 
claimed to be stuck in London after being robbed outside the hotel he was staying at. He no longer has access to his checking 
account and needs some money to fly back home.  
  
¢Ƙƛǎ ƛǎ ŀ ǇǊŜǘǘȅ ŎƻƳƳƻƴ ǎŎŀƳΦ ²Ƙŀǘ ƳŀƪŜǎ ƛǘ ŜȄŎŜǇǘƛƻƴŀƭƭȅ ŘŀƴƎŜǊƻǳǎ ƛǎ ǘƘŜ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ ǿŀǎ ŀǾŀƛƭŀōƭŜ Ǿƛŀ aŀǘǘΩǎ 
ŀŎŎƻǳƴǘΦ {ƛƴŎŜ ǘƘŜ ƘŀŎƪŜǊ ƘŀŘ ŎƻƳǇǊƻƳƛǎŜŘ aŀǘǘΩǎ FaceBook ŀŎŎƻǳƴǘ ƘŜ ƘŀŘ ŀŎŎŜǎǎ ǘƻ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǎǳŎƘ ŀǎ aŀǘǘΩǎ 
ǿƛŦŜΩǎ ƴŀƳŜΣ ǇƻǘŜƴǘƛŀƭƭȅ Ƙƛǎ ƪƛŘǎ ƴŀƳŜǎΣ ǿƘŜǊŜ ƘŜ ǿŜƴǘ ǘƻ ǎŎƘƻƻƭΣ ŀƴŘ ǿƘƻ Ƴƻǎǘ ƻŦ Ƙƛǎ ŦǊƛŜƴŘǎ ǿŜǊŜΦ Lǘ ƛǎ ƳǳŎƘ ŜŀǎƛŜǊ ǘƻ ŎǊŜŀte a 
feeling of trust and to create a strong backstory to a con when you have significant personal information about the target. 
  
¢ƘŜ ǎƭƛŘŜΣ ŀǎ ȅƻǳ ǎŜŜ ƛǘΣ ƛǎƴΩǘ ǘƘŜ ŜƴǘƛǊŜ ǘǊŀƴǎŎǊƛǇǘ ŀƴŘ L ƘŀǾŜ ŀŘŀǇǘŜŘ ƛǘ ǎƻƳŜǿƘŀǘ ŦƻǊ ǇǊŜǎŜƴǘŀǘƛƻƴ ǇǳǊǇƻǎŜǎΦ ¢ƘŜ ƭƛƴƪ ŀǘ ǘhe 
bottom of the slide contains the full transcript as Rakesh recorded it. 
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.ŀŎƪ ǘƻ ƻǳǊ ǎȅƭƭŀōǳǎ ŀƎŀƛƴΦ bƻǿ ƭŜǘΩǎ Ǝƻ ƻǾŜǊ ǿƘŀǘ ǎƻƳŜ ƻŦ ǘƘŜ ŎƻƳƳƻƴ ŀǘǘŀŎƪǎ ŀǊŜ ŀƴŘ ǿƘŀǘ ǿŜΩǾŜ ŀŎǘǳŀƭƭȅ ǎŜŜƴ ƘŀǇǇŜƴ ƛƴ ǘƘŜ 
wild. 
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[ŜǘΩǎ ǘŀƪŜ ŀ ƭƻƻƪ ŀǘ ŀ ǘƛƳŜƭƛƴŜ ƻŦ ǎƻƳŜ ƻŦ ǘƘŜ ƳƻǊŜ ƴƻǘŀōƭŜ ¢ǿƛǘǘŜǊ ƘŀŎƪǎ ƻǾŜǊ ǘƘŜ ȅŜŀǊǎΦ ¢ƘŜ ŀǘǘŀŎƪǎ ŘŀǘŜ ōŀŎƪ ǘƻ ǘƘŜ ǎǘŀǊǘ of 
twitter with the first real issues occurring as early as 2007, the year after Twitter was created. By 2008 we began to see the start 
of Trojan style downloads hitting twitter. In 2009, ClickJacking and XSS style attacks were common place, and in April of 2009, 
the first major twitter internal hack occurred. This pace continues through 2001 when we see the script_kiddiez hacking group 
appear and begin to hack twitter accounts at a semi rapid pace. One interesting point on this slide is the fact that as of 
{ŜǇǘŜƳōŜǊ нлммΣ ƻŦ ǘƘŜ ǘƻǇ мл Ƴƻǎǘ ŦƻƭƭƻǿŜŘ ǇŜƻǇƭŜ ƻƴ ǘǿƛǘǘŜǊΣ ƻƴƭȅ ¢²h ƻŦ ǘƘƻǎŜ ƘŀǾŜƴΩǘ ȅŜǘ ōŜŜƴ ƘŀŎƪŜŘΦ 
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{ƻ ƭŜǘΩǎ ŘƛƎ ƛƴǘƻ ǎƻƳŜ ƻŦ ǘƘŜ ƳƻǊŜ ƛƴǘŜǊŜǎǘƛƴƎ ŀǘǘŀŎƪǎ ǘƘŀǘ ¢ǿƛǘǘŜǊ hase seen since 2007. One of the more social networking 
based attacks it the abuse of twitter trends. Twitter keeps track of what the most trending topics are at any given time and 
presents these to the users. This allows people to keep up with the meme of the day or the latest news breaks in an easy 
manner.  
  
Some attackers have begun to abuse the trending topics features by spamming out tweets with these trending topics in them. 
This places them in the search list fo these trending topics causing people who may be tracking or reading the trending topic to 
click on the link that is embedded into the tweet. As you might guess, this link is a malware delivery site. 
  
A variation of this attack model is using the trending topics to create new domain names that are pertinent to the current hot 
trend. These domains will host the malware and are most likely to be clicked on based on the sheer interest of the user that 
receives the link spam. 
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.ȅ ƴƻǿΣ ǘƘƛǎ ǎƭƛŘŜ ƛǎ ƎƻƛƴƎ ǘƻ ŦŜŜƭ ŀ ōƛǘ ƻƭŘΦ LǘΩǎ ǘƘŜ ǎŀƳŜ ǘƘƛƴƎ ǘƘŀǘΩǎ ōŜŜƴ ǎŀƛŘ ŦƻǊ ŀ ǿƘƛƭŜ ƴƻǿ ǊŜƎŀǊŘƛƴƎ ǇŀǎǎǿƻǊŘǎ ŀƴŘ ǘhe 
ƻǾŜǊŀƭƭ ŎƻƴŎŜǇǘ ƻŦ ǇŀǎǎǿƻǊŘǎΦ bŀƳŜƭȅΣ ǇŀǎǎǿƻǊŘǎ {¢LbYΗ ¢ƘŜǊŜ ǊŜŀƭƭȅ ƛǎƴΩǘ ŀƴȅ ƻǘƘŜǊ ǿŀȅ ǘƻ Ǉǳǘ ƛǘΦ !ƴŘ ǘƘŜǎŜ ƘƻǊǊƛōƭŜ ǇŀǎǎǿƻǊds 
are what is leading to a significant number of compromises in the social media world. 
  
In 2009, there was a major online property breached that lead to the disclosure of 32 million passwords. The compromised 
passwords were then analyzed by the security company  
Imperva and these are the highlights.  
  
30% of all passwords were under 6 characters. 
60% of the passwords were basic alphanumeric in nature. 
!ƴŘ ƘŀƭŦ ƻŦ ǘƘŜƳ ǿŜǊŜ ǿƘŀǘ ƛǎ ŎƻƴǎƛŘŜǊŜŘ άŜŀǎƛƭȅ ƎǳŜǎǎŜŘέ ōȅ ōǊǳǘŜ ŦƻǊŎŜ ŘƛŎǘƛƻƴŀǊȅ ǎǘȅƭŜ ŀǘǘŀŎƪǎΦ 
  
¢Ƙƛǎ ƛǎƴΩǘ ǘƘŜ ƻƴƭȅ ǇƭŀŎŜ ǿƘŜǊŜ ǘƘŜǎŜ ǘȅǇŜǎ ƻŦ ǳǎŜǊ ƳƛǎǘŀƪŜǎ ƘŀǾŜ ƻŎŎǳǊǊŜŘ {ƛƳƛƭŀǊ ƴǳƳōŜǊǎ ǿŜǊŜ ƻōǎŜǊǾŜŘ ƛƴ ǘƘŜ lulzsec data 
ŘǳƳǇǎ ƻŦ ǘƘŜ ƭŀǎǘ мн ƳƻƴǘƘǎΦ tŜƻǇƭŜ ŘƻƴΩǘ ŎƘƻƻǎŜ ǎǘǊƻƴƎ ǇŀǎǎǿƻǊŘǎΦ LǘΩƭƭ ƴŜǾŜǊ ƘŀǇǇŜƴΦ 
  
¢Ƙƛǎ ƛǎƴΩǘ ƻƴƭȅ ŀ ǳǎŜǊ ǇǊƻōƭŜƳΦ ¢ŀƪŜ ŦƻǊ ŜȄŀƳǇƭŜ ǎŜŎǊŜǘ ǉǳŜǎǘƛƻƴǎΦ tŀǊƛǎ IƛƭǘƻƴΩǎ ǇƘƻƴŜ ŀƴŘ {ŀǊŀƘ tŀƭƛƴǎ ŜƳŀƛƭ ŀŎŎƻǳƴǘ ǿŜǊŜ 
both hacked due to easily guessed secret questions. With the ubiquity of social networking, the personal information that is 
ŎƻƳƳƻƴƭȅ ǳǎŜŘ ƛƴ ǘƘŜǎŜ ǎƻ ŎŀƭƭŜŘ άǎŜŎǊŜǘ ǉǳŜǎǘƛƻƴǎέ ƛǎ Ŝŀǎƛƭȅ Řŀǘŀ ƳƛƴŜŘ ōȅ ŀ ŘŜǘŜǊƳƛƴŜŘ ŀǘǘŀŎƪŜǊΦ {ŎŀǊƭŜǘ JohannsensΩ ƴŀƪŜŘ 
pictures, Christina !ƎǳƭƭƛǊŀΩǎ and Mila Kuniz email accounts along with up to fifty other celebrities were recently hacked. Just 
yesterday they arrested the man that attacked these accounts. In nearly every case the attacker used what is being termed 
άƻǇŜƴ ǎƻǳǊŎŜ ƛƴŦƻǊƳŀǘƛƻƴέ ŀōƻǳǘ ǘƘŜ ŎŜƭŜōǊƛǘƛŜǎ ǘƻ ōǊŜŀƪ ƛƴ ǘƘǊƻǳƎƘ ǘƘŜ ǊŜǎŜǘ ǇŀǎǎǿƻǊŘ ŦŜŀǘǳǊŜ ƻŦ ǘƘŜ ŀŎŎƻǳƴǘΦ 
  
!ƭǎƻΣ Lƴ ǘƘŜ ƭŀǎǘ ȅŜŀǊ ǿŜΩǾŜ ǎŜŜƴ ŀ ōƛƎ ǳǇǘŀƪŜ ƛƴ {v[ ƛƴƧŜŎǘƛƻƴ ǎǘȅƭŜ ŀǘǘŀŎƪǎΣ ŀƴŘ ƛƴ ǘƘŜǎŜ ŀǘǘŀŎƪǎ ŀ ƴǳƳōŜǊ ƻŦ ǘƘŜ ŎƻƳǇŀƴƛŜǎ 
ǿŜǊŜƴΩǘ ǎǘƻǊƛƴƎ ǘƘŜƛǊ ǳǎŜǊǎ ǇŀǎǎǿƻǊŘǎ ǿƛǘƘ ŀƴȅ ǊŜŀǎƻƴŀōƭŜ ŦƻǊƳ ƻŦ ŜƴŎǊȅǇǘƛƻƴΦ !ŘŘƛǘƛƻƴŀƭƭȅ Ƴƻǎǘ ǇŜƻǇƭŜ ǊŜǳǎŜ ǇŀǎǎǿƻǊŘǎ ŦǊƻƳ 
ǎƛǘŜ ǘƻ ǎƛǘŜΦ ¢Ƙƛǎ ƛǎ ŀ ƘǳƎŜ ƳƛǎǘŀƪŜΦ hƴŎŜ ŀ ƭŀǊƎŜ Řŀǘŀ ōǊŜŀŎƘ Ƙŀǎ ƻŎŎǳǊǊŜŘΣ ŀƴŘ ȅƻǳǊ ǇŀǎǎǿƻǊŘ ƛǎ ŎƻƳǇǊƻƳƛǎŜŘΣ ƛǘΩǎ ǘǊƛǾƛŀƭ Ŧor 
attackers to continue to leverage this data trove for further intrusions. 
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When an attacker gets bored of targeted individual user accounts, they make take a few risks and go straight for the mother 
ƭƻŀŘΦ {ƛƴŎŜ ƛǘΩǎ ƛƴŎŜǇǘƛƻƴ ƛƴ нллсΣ ¢ǿƛǘǘŜǊ Ƙŀǎ ōŜŜƴ ŎƻƳǇƭŜǘŜƭȅ ŎƻƳǇǊƻƳƛǎŜŘΣ ƴƻǘ ƻƴŎŜΣ ōǳǘ ¢²L/9Φ Lƴ ǘƘŜǎŜ ŎƻƳǇǊƻƳƛǎŜǎΣ ǘƘŜ 
attacker had the ability to abuse any account of the system, read private messages between users, even hijack any account of 
his or her choosing. 
  
In both of these case studies, the attacker abused password resets and/or social engineering to gain access to the administrative 
system.  In the early 2009 example, an attacker wrote a script and targeted what he thought was just a highly connected user of 
the system. He noticed that this particular user was connected to a lot of other highly connected people on the site. He wrote a 
basic brute force script that used dictionary passwords, let it run over night, and by morning had gained access to the account. It 
turns out that this account belonged to one of the Twitter admins and he was also granted access to the administrative side of 
Twitter. 
  
A similar event happened later that same year. A French hacker used the password reset and secret questions attack to gain 
ŎƻƴǘǊƻƭ ƻŦ ǘƘŜ ¸ŀƘƻƻ ŜƳŀƛƭ ŀŎŎƻǳƴǘ ƻŦ ŀ ǇŀǊǘƛŎǳƭŀǊ ǘŀǊƎŜǘŜŘ ¢ǿƛǘǘŜǊ ǳǎŜǊΦ hƴŎŜ ǘƘŜ ǳǎŜǊΩǎ ŜƳŀƛƭ ǿŀǎ ŎƻƳǇǊƻƳƛǎŜŘΣ ǘƘŜ ŀǘǘŀŎƪŜǊ 
simply reset the users Twitter password and had the new password sent to his email account. From there the administrative 
panel was again accessible. 
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