Social Media Security Basics: Tyler Shields
Security Loopholes with Twitter & Researcher
Other Social Media Sites October 13, 201 |
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keeping up with the latest attacks and defenses and determining how Veracode can enhance its product offerings to match
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over social media security basics. What are some of the real, in the wild, attack scenarios. What has been compromised, how
has it been compromised and how can you keep from being the next target.



What is the same with these twitter
accounts?

@ Fox News &

=3 Barack Obama &
1 @BarackObama

. Fox foxnewspolitics @
toxnewspolitics USA TODAY Top News &
NEWS ‘ B LR onN Ton Neives
POLITICS

Facebook
@facebook

Dalai Lama &
5 @DalaiLama a

Britney Spears &

@britneyspears

Lance Armstrong @
a¥fp oG Newso
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NBC NEWS

HuffPost
@HutPost
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They have all been hacked!

a BarackObama
p— foxnewspolitics
m | @foxnewspolitics.

What is your opinion on Barack
Obama? Take the survey and
possibly win $500 in free gas.
http://www.cpaclicks.com
/secure.asp?e=casxepnzzgk&
amp;d=0&amp;l=0&amp;0=&
amp;p=0&amp;sublD1=&
amp,sublD2=&amp;sublD3=&
amp;sublD4=&amp;subID5=

. brltneys‘py

i hope that the new world order
will arrive as soon as possible!
-Britney

Following - Device updates ON

| britneyspears

Following -Device updates OFF

What is your opinion on Barack Obama?
Take the survey and possibly win $500 in

free gas. http:/ftinyurl.com/9evine
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foxnewspolit

@foxnewspolitics wa: 2% 17

Favortes  Following

foxnewspolitics
AnonymousIRC TheScriptKiddies would love to assist with
#antisec in anyway you need assistance

foxnewspolitics /
Fox news politics hacked by the scrip tkiddies!

twitter.com/#!/thescriptic... more embarrassment for FoxNews is
imitate.
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Social Media Security Basics
Syllabus

Definition of Terms
What is the Risk?
Common Attacks
What Can Be Done

Since this Webinar series is a back to security basics series, | chose a blackboard theme and even have a syllabus for us to
NEGASGd C2NJ G2RIe2Qa &deéfflodza ¢SQNB J2Ay3 (G2 FANRGI 32 20SNJ az
YSRAF FyR 6KIG GKS AYLI OG 2F &a20A1rft YSRAF A& 2y (KWhaid SOdzNR (&
is there to really be afraid of? What are the risks of compromise and what can be the downside of using (or being abused on)
820AFt YSRAIF &aAGSaK ¢KANR ¢SQff t221 Fi a2vY$8 2F (KS Y2NB 02V
those scenarios effect the targets. What are the motivations of the attacker and what goals is he trying to achieves Bigally

briefly discuss what can be done to help solve the problem. Sadly there are no silver bullets in these slides, but éslacation

first step to hopefully making people aware of the issues involved.



Social Media Security Basics
Syllabus

« What is the Risk?
« Common Attacks
« What Can Be Done
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needs to be secured?



Social Networking
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Social Networking

Tuhe

social network for musk¢
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and even Google. This looks like a much better picture of what the real social networking world entails.
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Social Networking
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social network for musk¢
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is more about adding a social aspect to every piece of technology and modern innovation that we can. The first few pieces of

this puzzle have been the social networking sites themselves and more recently followed by the growing adoption of mobile

devices. When we take those two components and place them next to cloud based technologies we get a picture of social
ySig2NlAy3a GKIG NBFfted Aa 06S02YAy3a doAljdAdG2dzad LGQa NI LIARE @
component of any successful Internet innovation.



The Perimeter is DEAD
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so important a paradigm shift that it bears repeating whenever possible. The perimeter is dead. When | say dead, | mean
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The concept of one external perimeter that we have to secure from a horde of inbound attackers is passé. Thanks to a few
specific things, the perimeter has shrunk to the point that it sits on each individual device. The specific things tdavbave

this change are mobility, the cloud, and social networking. Mobility has taken our devices and made them smaller, l@jhter, an
more nimble. Along with they have become decentralized. Our devices are all now mobile devices, connecting to a WIFI hot
spot at Starbucks one afternoon, an airport WIFI the following morning, our corporate network each work morning, and our
home network each night.
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personal photos reside on our own servers, going away is the time in which we edit documents and store them locally on our
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we have service providers that hold all of our personal documé@nspBox our online bank, etc.). From a corporate
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all stored externally.

§ecurity has becor’pe, and will cgntjnue to be data centric. We must now look at the location of our sensitive data, and how we
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Viral Adoption

Refers to a system architecture that can
be adopted incrementally, and gains
momentum as it scales.

http://dl.media.mit.edu/viral/viral.pdf - Viral Communications, Media Laboratory Research Draft May 19"
2003

Along with the destruction of the perimeter comes the issue of viral adoption. Adoption of concepts occurs faster than ever
before thanks to technology and in particular social media sites. Viral adoption is one of the core issues in the socially
networked world. Previous to the adoption of social interconnections, proliferation of malware would be relatively regé. limi
It was only with the advent of contact lists and address books that the majority of really big worms sprang to life. The more
interconnected we get, the faster the possible viral adoption rates, and the faster propagation of malicious activitiezunay o
Add to this the fact that the malware will likely appear to come from a trusted source, and we really see that the vimbhatu
social media is a perfect breeding ground for a new age of malware.
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Meme

Acts as a unit for carrying cultural ideas,
symbols or practices, which can be
transmitted from one mind to another
through writing, speech, gestures, rituals

or other imitable phenomena.

http://en.wikipedia.org/wiki/Meme
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passed from one person to another. In the world of social media there are tons of memes. There are even web sites dedicated
to knowing what the meme of the day means and where it came fromKseyourmeme.co From a security perspective,

ySyS§Qa INB | 3AINBHG gle& G2 GNIyaYAG YHEsFrNB® LT &2dz Oly LI Ol
iKS RlI&x é&2dz sAff fA1Sf& KIFI@S || YdzOK KAIKSNI NI GS 2t AyTFSOGA2
slides.
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Social Media Security Basics
Syllabus

Definition of Terms

Common Attacks
What Can Be Done

.01 G2 2dz2NJ agfftlodzad® b2g GKFG ¢S INB Fff Ay FANBSYSyY
the risks of social media. Why should we really care at all? Is there really any inherent risk with the adoption of this new
paradigm?
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Malware

« Malware distribution and propagation
* Malware command and control
» Direct compromise of sensitive data

The first and most obvious risk with regards to social media is malware. Malware authors continually embrace the technologies

that will allow them to propagate their code the most effectively. In the last few years we have seen malware code that uses
320AFt ySGég2NylAy3d aAiGSa +a RAAGNROdziA2Yy OSYiGSNEO® 2 S0NOFS aSSy
O2YYlIyR O2yiGNRf (G261 NR&d GKSANI O2YLINRYAASR 1 2Y0AS aeaidsSva !
sensitive data that is saved specifically within social networking systems in an attempt to directly monetize the atisicks. Th

begs the question, why is social networking such a good platform for malware distribution.

y
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Social Networking vs Social Malware

Decentralized
Interconnected
Mobile

Quick Content
Publishing

Decentralized
Interconnected
Mobile

Has Access to Data

When | began to think about this question.. | started to think about what makes the best malware distribution system® If | we

writing malware and wanted to attempt to distribute my malware as rapidly and as widely as possible, what exactly would |

gtyli Ay Y& RA&AGNAOdziAZzY &d@daiGSYo L g2dAd R gl yid + aegaddy (GKFi ¢
malware is discovered it can easily be shutdown. | would have to have a distribution system that is as interconnected as

possible. The more links between social nodes, the faster | can distribute my attack. Mobility would allow me jump network

gaps and air boundaries that may exist. And finally | would want a distribution system that would get me as close asqossible

sensitive data that | can hopefully eventually make money off of. Social networks do exactly this. Social networks designs ar
decentralized, highly interconnected, and mobile while allowing super fast content publication and communications. My ideal

malware distribution system is decentralized, highly interconnected, mobile, and gets me close to sensitive data. This sounds

like a GREAT fit for an attacker.
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KoobFace

Social media worm

Propagation via Facebook messages
Propagation via Facebook wall posts
Spams your friend list to an “update for
Adobe Flash”

Installs pay per install malware on target
Infected computers operate as a botnet

KoobFaceKoobFacéwhich is an anagram fétaceBook 2 NJ 1 K24 S (KIF G RARYQil OFGOK AdGU0L Aa
worm. KoobFac@ropagated from target to target by sendiff@ceBooknessages to everyone in yokiaceBoolriends list. It

also would periodically put wall posts on your wall so friends of friends that might see your wall also would have thalpotent

to be infected. These links that were spammed out would contain information on an update for Adobe Flash in an attempt to

get the target to patch their system. In reality this would infect their system and cause thEet&Boolspam all of their

friends. Once infected, a pay per install malware would be installed on the compromised system and the computer would
operate in a larger botnet. What makes this really interesting is that the attackers and botnet operators are estimateg to ha
made over 2 million dollars between June of 2009 and June of 2010 alone. Significant numbers variants have continued to be
released since then and that monetary estimate is likely low. Social networking malware can be very financially lucrative.
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Targeted Attack

Defamation of brand
* What is your follower count?

Further social engineering efforts
+ Leveraging power nodes

Data disclosure
 What types of data do you have online?

As a primary point of entry into your
organization

How about targeted attacks. What we have discussed so far has really been mass malware, and mass infection style attacks.
What if someone really wanted to target your company or your person? What would happen if someone decided to attack my
business brand? With the viral nature of social networking negative messaging travels just as quickly as positive messaging.
Because of this, it is imperative for businesses to keep a pulse on the social networking world to determine if sométhing tha
could be detrimental to their brand or company exists. Let alone if your official twitter feEde@Boolpage were to be

hacked. What is your follower count?

Target has 117K followers
Walmarthas 96K followers

LiQa 3Sia S@Sy Y2NB RIYy3ISNRdza ¢KSy ¢S Glt1 Fo2dzi LISNm2YFE 06N

Tiger Woods has 1.3m followers
JustinBieberhas 13m followers
Barack Obama has 10m followers

When attacks against social networking sites are successful, brand impact can be huge. Additionally we see the isaue of follo
on social engineering efforts. If a target account is hacked, a smart attacker will be able to leverage this accout#téo facil

hacks against other accounts by abusing trust relationships between these two accounts. If you were to receive a direct
message tweet from your wife, chances are you would believe the source of the message. | mean after all they have to have a
password to be able to send a message.

Data disclosure is another maior is§ue. We talked a lot aboqt [everaging the attacks from one account target to tpe next, lgut

gKFEU F062dzt UKS REUIF &2dz KIS gAUKAY @€&2dz2NJ | OO2dzyd RANBOUf &d a
the messages folders draceBookSome of that information can be damaging to your organization or your personal brand as

well.

Finally, an attacker could attempt to leverage the compromise as a pivot point into the rest of your organization as a whole.
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Matt (Hacker) Rakesh (Target)

% Hi Matt.
Everything OK?

Well, I'm really stuck here in london.
| had to visit a resort here in London
and | got robbed at the hotel I'm
staying Ack that's
terrible! Sorry to

We need some help flying
back home. All our money is
stuck in our checking account
and we can't get at it!

Is this really
you? It doesn’t
sound legit...

It sure is! Lauren is
here with me and so
are the kids. We're
really stuck will you

http://rake.sh/blog/2009/01/20/facebook-fraud-a-transcript/

This slide depicts a perfect example of a targeted attack. A blogger by the nda&esfposted this a short while ago about a
targeted attack that happened to him. li@ceBoolchat he received a message from one of his personal friends, Matt. Matt
claimed to be stuck in London after being robbed outside the hotel he was staying at. He no longer has access to his checking
account and needs some money to fly back home.

>

¢CKA& A& | LINBGGe Oz2vyyYzy adlyYod 2KFG YI1S&a AG SEOSLIiA2YyIffe
' 002dzyi®@ {AyOS (KS KI BdeeBotk OIOR dAJ & Y KISE KA RSR ODS& G Q&2 LISNE2Y!
gATSQa yYyIYSY LRiGESYydAltte KAa 1ARA& ylYS&as 6KSNB KS adayi G2
feeling of trust and to create a strong backstory to a con when you have significant personal information about the target.
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bottom of the slide contains the full transcript Beikeshrecorded it.
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Social Media Security Basics
Syllabus

* Definition of Terms
« What is the Risk?

« What Can Be Done
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wild.
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History of Twitter Hacks

4/2007: SMS updates vulnerable
8/2008: Trojan download attacks begin
2/2009: Clickjacking attacks begin
4/2009: XSS worm released

4/2009: Internal admin tool hack
6/2009: Trending topic abuse begins
7/2009: Koobface

1/2010: Banned 370 passwords
5/2010: Force follow bug

9/2010: Mouseover exploits found
3/2011: Added option to require SSL

9/2011: Of top 10 most followed, only 2 have

never been hacked
9/2011: script_kiddiez rampage

http://mashable.com/2011/03/23/Awitter-malware-history/
http://www.veracode.com/resources/twitter-infographic

Gr18 + t221 Fd F GAYStAYS
twitter with the first real issues occurring as early as 2007, the year after Twitter was created. By 2008 we begaretdare th
of Trojan style downloads hitting twitter. In 20@8lickJackingnd XSS style attacks were common place, and in April of 2009,

27T

az2ys 27

GKS Y2NB y2ilo6ftS

the first major twitter internal hack occurred. This pace continues through 2001 when we seeripie kiddiezhacking group
appear aqd begip to hack twitter accounts at a sgmi rapid pace. One interesting point on this slide is the fact that as of
{SLIWSYdSNI vnanmmE 2F (G(KS (2L mn Yzail
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Abuse of Trending Topics

Observe Twitter’s trending topics
Create an account (or use hacked one)
Spam malicious links with trending topic content

Unsuspecting users click link...
They have been hacked!

Variation: Use trending topics to register
new malware hosting domains in real-time

{2 £SGQa RAI Ayid2 az2Y$S 27F (hisBseen2int® 2087yanh&diiBeiniore godial metivdrking( & G K G
based attacks it the abuse of twitter trends. Twitter keeps track of what the most trending topics are at any given time and

presents these to the users. This allows people to keep up with the meme of the day or the latest news breaks in an easy

manner.

Some attackers have begun to abuse the trending topics features by spamming out tweets with these trending topics in them.
This places them in the search fsthese trending topics causing people who may be tracking or reading the trending topic to
click on the link that is embedded into the tweet. As you might guess, this link is a malware delivery site.

A variation of this attack model is using the trending topics to create new domain names that are pertinent to the current ho

trend. These domains will host the malware and are most likely to be clicked on based on the sheer interest of the user that
receives the link spam.
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Passwords and Password Reuse
Passwords STINK!

Passwords < 6 characters long ~30%

Passwords from limited alpha-numeric key set ~60%
Used names, slang words, dictionary words

trivial passwords, consecutive digits, etc. ~60%

Not only a user problem

Secret questions — bad idea!

SQL Injection compromises up 43% year over year
« HBGary, Xfactor, Fox.Com, PBS, FBI, Pron.com,
« Sony, Sony, Sony... oh.. Yeah.. SONY!

» Password reuse?

http://www.scmagazineus.com/hacker-attacks-against-retailers-up-43-percent/article/214125/

.8 y243s GKAE AafARS Aa 3I2Ay3 G2 FSSt F oAl
2PSNI £t O2yOSLI 2F LI a&dg2NRa® blyStes LI aa
are what is leading to a significant number of compromises in the social media world.

ia GKS atkvs
¢CLbsYH ¢KSNE

In 2009, there was a major online property breached that lead to the disclosure of 32 million passwords. The compromised
passwords were then analyzed by the security company
Impervaand these are the highlights.

30% of all passwords were under 6 characters.
60% of the passwords were basic alphanumeric in nature.

'YR KFETFT 2F (GKSY 6SNB 6KIG A& O2yaARSNBR aSlHarte 3dzSaasSRé oeé
¢CKAA AayQid GKS 2yte LXIOS 4KSENB (KSa§ GeaLisa 27Flunmedtd YAall1Sa
RdzyLJa 2F GKS tlFrad mu Y2yidKao tS82LXS R2y Qi OK22&$8 adNRy3 LI aa
CKAAE AAYQOl 2yfeé | dzaSNJ LINBofSYd ¢F1S F¥2NJ SEFYLXS aSONBG 1jdzSa

both hacked due to easily guessed secret questions. With the ubiquity of social networking, the personal information that is
O2yvyYz2yte da&aSR Ay (KS&aS &2 OFftftSR 4aSONBG | dzS&hanhen@a & A SRS &Af
pictures, Christind 3 dzf &n#l MilaKugaizemail accounts along with up to fifty other celebrities were recently hacked. Just

yesterday they arrested the man that attacked these accounts. In nearly every case the attacker used what is being termed

a2LISy &2dNDS AYF2NNIGA2yé | o2dzi GKS OSt SoNARGASA (2 oNBI] Ay

lta2s Ly (GKS tlat 28KN) 65008 asSy | 6A3 daJil 1S Ay {v[ Ay2350i
6SNBy Qi ad2NRAy3 (KSANI dza SNA JIéééQNBé 6AGK Lys NBLazylofs ¥z
aAGS G2 aAGSP ¢KA&E Aa F KdzAS YA&Gl18S® hyOS I+ €1 NBS& RFEdGF oNBE

attackers to continue to leverage this data trove for further intrusions.
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When an attacker gets bored of targeted individual user accounts, they make take a few risks and go straight for the mother

f2FR® {AyO0S AlGQa AyOSLIA2Y AY HnncI ¢ogAGGSNI KFa 0SSy O2VYLX Si
attacker had the ability to abuse any account of the system, read private messages between users, even hijack any account of

his or her choosing.

In both of these case studies, the attacker abused password resets and/or social engineering to gain access to the tagministra
system. In the early 2009 example, an attacker wrote a script and targeted what he thought was just a highly conneofed user
the system. He noticed that this particular user was connected to a lot of other highly connected people on the site eHe wrot
basic brute force script that used dictionary passwords, let it run over night, and by morning had gained access to titeltaccou
turns out that this account belonged to one of the Twitter admins and he was also granted access to the administrative side o
Twitter.

A similar event happened later that same year. A French hacker used the password reset and secret questions attack to gain
O2yiNRt 2F (GKS I K22 SYIFAt 002dzyd 2F | LI NIAOdzZ I NJ iFNABSGSR
simply reset the users Twitter password and had the new password sent to his email account. From there the administrative

panel was again accessible.
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