










1. Insecure or unnecessary client-side data storage 

2. Lack of data protection in transit 

3. Personal data leakage 

4. Failure to protect resources with strong authentication 

5. Failure to implement least privilege authorization policy 

6. Client-side injection 

7. Client-side DOS 

8. Malicious third-party code 

9. Client-side buffer overflow 

10. Failure to apply server-side controls 

OWASP Mobile Top 10 List 
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Static Analysis 

ÁAnalysis of software performed 
without actually executing the 
program 

ÁFull coverage of the entire source or 
binary 

ÁIn theory, having full application 
knowledge can reveal a wider range 
of bugs and vulnerabilities than the 
ñtrial and errorò of dynamic analysis 

ÁImpossible to identify vulnerabilities 
based on system configuration that 
exist only in the deployment 
environment 
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Pervasive Permissions:  
Where They Come From & 
Why Users Accept Them 

Ryan W Smith 

Senior Security Researcher 
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!ƴŘǊƻƛŘΩǎ hǇŜƴ !ǇǇ aƻŘŜƭ 

ÅLow barrier to entry 

ÅApps hosted and installed 
from anywhere 

ÅAll apps are created equal 

ÅNo distinction between core 
apps and 3rd party apps 

ÅAccept apps based on: 
1. Trust of the source 

2. Permissions requested 
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Examples of Android Malware 

 SMS Trojan 
ï SMS based propagation 
ï [ƛƴƪ ǘƻ ǎƛǘŜ ƘƻǎǘƛƴƎ ǊƻƎǳŜ ŀǇǇ ŦƻǊ άŦǊŜŜ ƳƻǾƛŜ ǇƭŀȅŜǊέ 
ï Sends 2 Premium SMS messages to a Kazakhstan number 

(about $5 per message) 
 

 Gemeni 
ï Repackaged apps in Chinese market 
ï Sex positions and MonkeyJump2 are known examples 
ï Bot-like capabilities, with unknown impact or purpose 

 

 Droid Dream 
ï Approx. 50 Malicious apps in official market 
ï Contained several sensitive exhilaration capabilities 
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tǊŀŜǘƻǊƛŀƴΩǎ aƻōƛƭŜ !ƴŀƭȅǎǘ tǊƻƧŜŎǘ όa!tύ 

Phase 1:  Scalable Tailored  
App Analysis Framework (STAAF) 

Goal: ¢ƻ ŀƛŘŜ ŀƴ ŀƴŀƭȅǎǘΩǎ ƛƴǾŜǎǘƛƎŀǘƛƻƴ 
of a large number of applications 
 

Current Capabilities: 
V Extract permissions and other attributes 
V !ƴŀƭȅȊŜ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ŎƻŘŜ ǳǎƛƴƎ  
     several methods 
V Gather high level trends, patterns, and  
     statistics from extracted data 
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Initial Results :: Permissions Requests 
53,000 Applications Analyzed 
ü Android Market:       ~48,000 
ü 3rd Party Markets: ~5,000 

 

Permissions Requested 
ü Average:   3 
ü Most Requested:  117 

 

¢ƻǇ άLƴǘŜǊŜǎǘƛƴƎέ tŜǊƳƛǎǎƛƻƴǎ 
ü GPS information:   24%  (11,929) 

ü Read Contacts:   8%  (3,626) 

ü Send SMS:    4%  (1,693) 

ü Receive SMS:    3%  (1262) 

ü Record Audio:    2%  (1100) 

ü Read SMS:    2%  (832) 

ü Process Outgoing Calls:   1%  (323) 

ü Use Credentials :  0.5% (248) 
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Who Wants to Know? 
Ad/Marketing Networks 

Social Gaming Networks 


