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Risks At Every Layer
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OWASP Mobile Top 10 List

Insecureor unnecessary clieiside data storage
Lack of data protection in transit

Personal data leakage

Failure to protect resources with strong authentication
Failure to implement least privilege authorization policy
Clientside injection

Client-side DOS

Malicious thirdparty code
Clientside buffer overflow

10. Failure to apply servesidecontrols
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‘A Malicious Functionality
-

AActivity monitoring and data retrieval

\ AUnauthorized dialing, SMS, and
= payments

AUnauthorized network
connectivity (exfiltration
or command & control)

AU impersonation

ASystem modification
(rootkit, APN proxy
config)

AlLogic or time bomb
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Static Analysis

A Analysis of software performed
without actually executing the
program

A Full coverage of the entire source or
binary

A In theory, having full application
knowledge can reveal a wider range
of bugs and vulnerabilities than the
Atrial and erroro

A Impossible to identify vulnerabilities
based on system configuration that
exist only in the deployment
environment
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Pervasive Permissions:
Where They Come From &
Why Users Accept Them

Ryan W Smith
Senior Security Researcher
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A Low barrier to entry

WSEELEES A Apps hosted and installed
from anywhere

> A All apps are created equal
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open handser alliance

A No distinction between core
apps and 3 party apps
A Accept apps based on:

1. Trust of the source
2. Permissions requested
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Examples of Android Malware

® SMS Trojan
I SMS based propagation i
i [AYy]l G2 &arxiGS Kz2adiay3a NI}
i Sends 2 Premium SMS messages to a Kazakhstan num:§
(about $5 per message) 1

® Gemeni

I Repackaged apps in Chinese market
I Sex positions and MonkeyJump?2 are known examples
i Botlike capabilities, with unknown impact or purpose

® Droid Dream

I Approx. 50 Malicious apps afficial market
i Contained several sensitive exhilaration capabilities
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Phase 1: Scalable Tailored

App Analysis Framework (STAA PRAETORIAN:

. Mobile Analyst Project
Goall¢2 | ARS |y |yl -
of a large number of applications

Current Capabilities:
V Extract permissions and other attributes
VIiylLrtel S GKS | LILX AOFGA2yQa O2RS dzi
several methods
V Gather high level trends, patterns, and
statistics from extracted data
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Initial Results :: Permissions Requests

53,000 Applications Analyzed

U Android Market: ~48,000 Hey! What about

U 39 Party Markets: ~5,000 l.”w privacy?? ]
Ve N

Permissions Requested OJO

U Average: 3 @

U Most Requested: 117 .

They say that people
who worry about their
9

¢2L) aLYGSNBadGAy3IE t SN i
U GPS information: 24% (11,929) \

0 Read Contacts: 8% (3,626) \

U Send SMS: 4% (1,693)

U Receive SMS 3% (1262)

U Record Audio: 2% (1100)

U Read SMS: 2% (832

U Process Outgoing Calls1% (323)

U Use Credentials : 0.5% (248)
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Who Wants to Know?

- Ad/Marketing Networks

USAGE AREA

- Social Gaming Networks
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