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Presenter Background




hich has
more risk, the
Smartphone
or the
computer on
my desk?




Risk - noun \ risk\
The possibility of loss or injury



Data At Risk

Personal Computer

Financial data

Mobile Device

AFinancial data (emerging)
ACorporate data
AComputing power
AEmail

AContact List

APhotos

AlLocation

ASMS

AMMS




Mitigations

Personal Computer

Mobile Device

APatch methodology
AProcess isolation
AReasonable permission m
ASome disk encryption

ACode signatures
A. ..
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Risks At Every Layer




A Supports other layers

A Owned and operated by third party
A Handset integration required

A Data and voice communication

A Rely on third party for security




A Physical unit
A Typically in hand of end user
A Takes form of smartphone or tablet device
A Directly accessible by operating system
A Upgrades done by handset manufacturer
A May be delivered by proxy through carrier




Operating System

Middle man between firmware and applications
mplements securrty mechanisms
Limits application layer risk
lay be same manufacturer as hardware :
ides access to hardware layer resources
d application programmer interfac




Applications

A Consists of running processes that utilize OS AP

A Grey area exists between OS and applications

A Requests resources from lower levels of the stack

A Flaws generally result from coding errors

A Attacks may not target full host compromise

A Live closest to the data |

‘ Trojan code and other malware




Risks At Every Layer







