Smartphone Backdoors
An Analysis of Blackberry and Other Mobile Device Spyware
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Mobile Spyware

A Often includes modifications to
legitimate programs designed to
compromise the device or device
data

A Often inserted by those who have
legitimate access to source code or
distribution binaries

A May be intentional or inadvertent

A Not specific to any particular
programming language

A Not specific to any particular mobile
Operating System
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Attacker Motivation

A Practical method of compromise for many systems
I Let the users install your backdoor on systems you have no access to

I Looks like legitimate software so may bypass mobile AV

A Retrieve and manipulate valuable private data

I Looks like legitimate application traffic so little risk of detection
A For high value targets such as financial services and government it
becomes cost effective and more reliable

I High-end attackers will not be content to exploit opportunistic vulnerabilities,
which might be fixed and therefore unavailable at a critical juncture. They
may seek to implant vulnerability for later exploitation

T Think AAurorao for Mobi |l e Devices
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Funmunch.com

Why is Mobile The Future of Spyware
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Units Sold By Operating Syster
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Units Sold Market Growth
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