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Risk - noun \ risk\
The possibility of loss or injury



Data At Risk

Personal Computer Mobile Device

Inancial data AFinancial data (emerging)
all ACorporate data
tact list AComputing power
S AEmail
g power AContact List
e data APhotos
' Al ocation

ASMS

A MM




Mitigations

Personal Computer

Mobile Device
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Risks At Every Layer




A Supports other layers

A Owned and operated by third party
A Handset integration required

A Data and voice communication

A Rely on third party for security




: July 2010

Nick DePetrillo and Don Balley

“Where In The World Is Carmen Sandiego”

International passive tracking of GSM users

Mobile Switching Center (MSC), National
CallerlD System, White Pages Online, Traffic
Camera System

A Details: Infrastructure data leakage to passively gather
approximate data of victim




A When: July 2010

A Who:  Chris Paget - IOActive

A What: Practical Cell Phony Spying

A Impact: Capture of voice and data in transit

A Target: GSM data and voice transmission

A Details: Force user to connect to rogue cell base station
and capture traffic in transit




A Physical unit
A Typically in hand of end user
A Takes form of smartphone or tablet device
A Directly accessible by operating system
A Upgrades done by handset manufacturer
A May be delivered by proxy through carrier




When: [anuary 201 |

Who:  Ralf-Philipp Weinmann — Post Doc

What: Remote code execution

Impact: Full control of target handset

A Target: Memory corruption of baseband processor

A Details: Force user to connect to rogue cell base station
and send malicious protocol data to baseband
processor to memory corrupt target device
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A Middle man between firmware and applications
A Implements security mechanisms
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